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euets@swedishenergyagency.se

Guide for Updating Your User Profile and Login Issues in
the Union Registry and EU Login

Introduction

This guide is intended for those who already have a user account in the Union Registry and who use
EU Login. If you are a new user, you should instead use our guide on how to become an authorized
representative in the Union Registry, which you can find on our help page: User help.

More information
To view additional user manuals or watch instructional videos, go to the Union Registry help page.

If you experience login issues or other problems related to the EU Login app, you can also view the
EU Login user manual.
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Login Methods (explanations)
Logging in to the Union Registry can only be done using the authentication method EU Login
Mobile App QR code.

Logging in to EU Login can be done using different authentication methods. To make changes to your
profile (which several examples in this guide require), you must log in using strong authentication
(not password). Below is a brief description of the different login methods:

Trusted platform or security key: See the guide on how to add a second authentication method
to EU Login, which you can find here .

EU Login Mobile App PIN Code: Use your four-digit PIN code to authenticate.
EU Login Mobile App QR Code: You receive a generated one-time password through the EU
Login app by scanning a QR code.

Password: This login method can be used for your first login when creating your profile in EU
Login, as well as if you have encountered login problems. In such cases, you can log in with your
password only to proceed to the STOP/Panic button to remove your devices and register them
again. You cannot access your My Account page when logging in with this method.

Updating Your User Profile
1. Forgot Your Password?
If you have forgotten your EU Login password, you will need to reset it.

On your computer, go to the EU Login webpage.

Click the Forgot your password? button. If, for some reason, this button should not be available to
you, please send an email to euets@swedishenergyagency.se.

There you can request a new password, and further instructions will be sent to your email address.

2. Changing of Email Address
This chapter describes how to change your email adress in:

EU Login: Once you have updated your email address in EU Login, you will be able to log in to the
Union Registry using your new email address. If you need to reset your password in the future, the
email address you have registered in EU Login will be the one used.

Union Registry: In the registry, you have an email address linked to your user. The Swedish Energy
Agency uses this address to send important information and to contact you if needed. According to the
Registry Regulation, all users must ensure that their contact details are kept up to date.

Step

Action Interface

2.1

On your computer, go to the website for EU Login.

Sign in using the EU Login Mobile App QR Code 1] EV Login Mobile App QR Code
.. . Generate a one-time-password with the [NV 4
authentication method, or alternatively another strong (m -y Login Mobile app.

authentication method (not password).



https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
https://ecas.ec.europa.eu/cas/mobile
mailto:euets@swedishenergyagency.se
https://ecas.ec.europa.eu/cas/mobile
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Step | Action Interface
wiial IHU PGDD\N’UI u
2.2 | Via the gear icon in the upper right after logging in, select My I My Account ?
account. =
I~ +
2.3 | Select Configure my account. @
Enter your new email address and click Submit to confirm. Conflaure my account
2.4 | EU Login notifies you that an email has been sent to your new
email address, where you need to confirm the change.
Open the email and click the link to confirm again.
You can now use your new email address for EU Login. The
next step is to change the email address in the Union Registry. A
Contact us if you receive an error message during the change.
2.5 | Go to the Union Registry and login with your new email john.doe@mail. se
address. (External) \
Sign in with a diff il add| ?
Make sure that the new email address is the one shown on the . _;gn EE
assSwWor
login page. If not, select Sign in with a different email ‘ ‘
addreSS? I nst vorir nasswnrd?
2.6 | Once logged in to the Union Registry, click the arrow to the
. . . John Doe A
right of your name in the upper right corner and select User SE19345678910
profile settings. /
i’ , .
Make the change and any other updates, then continue by if} User Profile Settings
clicking Submit.
2.7 | A summary of your changes will now appear on the screen.

e Ifyour details are correct: Click the Confirm.
e Ifyour details are not correct: Click the cross in the
upper right corner to return to the previous page.

Title

The system indicates that your update has been sent to the
National Administrator (the Swedish Energy Agency) for
approval. The changes will only take effect once the National
Administrator has approved the request.

Click Continue to close the window.

Once the National Administrator has approved the request,
your email address has been successfully changed.

-

P



https://union-registry.ec.europa.eu/ar/#/SE
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If you still have your old mobile phone with the EU Login app, you can log in to your EU Login
account and then remove the old phone and add the new one. After that, you can log in to the Union

Registry using your new phone.

Step

Action

Interface

3.1

On your new phone:

Download the EU Login app to your new mobile phone. The
app can be downloaded from Google Play Store (Android) or

App Store (iPhone). Open the app.

Using a lock function on your phone (PIN code, lock pattern,
or biometric code) is a requirement in order to use the EU
Login app.

The first time you use the app, you may receive requests

asking whether notifications may be sent to you and whether
the app may use the camera. Select Allow and OK.

This is necessary in order to use the app.

Login

Allow

Don’t allow

3.2

On your computer:

Before continuing with the app, you need to link your new
phone to your EU Login account.

Log into EU Login web version on your computer.

Use your old mobile phone to log in using the authentication
method EU Login App with QR code.

Hover your mouse over your name next to the gear icon and
select My Account.

Then select Manage my mobile devices, followed by
Remove a mobile device. Confirm the removal by clicking
Send.

Now select the button Add a mobile device.

Enter a name for your mobile device (for example Erik’s
phone), choose a four-digit PIN code, and then click Send.

A QR code will now appear on the screen, which you need to
scan with the mobile app on your new phone.

n n EU Login Mobile App QR Code
s Generate a one-time-password with the IRV 4
n rm EU Login Mobile app.

John DOE Q

john.doe@mail.com

(External)

Change password
I My Account /
Logout

Manage my mobile devices

33

On your new phone:

Select Register my device in the mobile app. Then choose
Continue.

auu s uGauvll, ISYIRIS yuul USvILE HIidL

Register my device



https://play.google.com/store/apps/details?id=eu.europa.ec.ecas
https://itunes.apple.com/be/app/ecasmobile/id1056119441?mt=8
https://webgate.ec.europa.eu/cas/mobile
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Step

Action

Interface

34

Use the camera to scan the QR code that appeared on the
computer.

If the app requests access to the camera at this step, you must
approve it.

Continue following the instructions until a confirmation
message appears on the screen.

If vou encounter problems at this step:

If the app just keeps loading, try the following:

o Check notification requests in your phone’s
notification panel.

o Check whether notifications are disabled for your
phone (or the app).

e Reinstall the app.

Allow

Don’t allow

3.5

Your new phone is now registered for logging in with the EU
Login mobile app!

Tip! Add a second authentication method to EU Login. This is
used if you lose the current configuration of the app (for
example after reinstalling it or when changing phones). See the
guide for adding a second authentication method on the EU
Login portal: Link to EU Login portal guide.

3.6

On your computer:

Log in to the Union Registry using the authentication method:
EU Login App QR Code.

You may receive a message stating that your device does not
match the one previously registered. In that case, click
Complete Validation or Change Device.

A task will then be created that the national administrator (the
Swedish Energy Agency) needs to approve in the Union
Registry. We will then send you a new enrolment key.

Email us at euets@swedishenergyagency.se and inform us that
there is a pending task.

Sign in with a different email address?

Choose your verification method

oo Code

the EU Login Mobile app.

EU Login Mobile App QR

[m] o Generate a one-time-password with

v



https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
https://union-registry.ec.europa.eu/ar/#/SE
mailto:euets@swedishenergyagency.se

po
P
A

GE>

GUIDE
Swedish Energy Agency

4. Change Your Phone (if you do not have your old phone)
If you have added a second authentication method (Trusted Platform Module (TPM) or a security

key), you can use this authentication method to log in to EU Login on the web. Once logged in, hover

your mouse over the gear icon next to your name and select My Account, then Manage my mobile
devices. There you can register your new phone and remove your old one.

If you have not added a second authentication method, follow the instructions below:

Step

Action

Interface

4.1

App Store (iPhone). Open the app.

or biometric code) is a requirement in order to use the EU
Login app.

Download the EU Login app to your new mobile phone. The
app can be downloaded from Google Play Store (Android) or

Using a lock function on your phone (PIN code, lock pattern,

Login

4.2

The first time you use the app, you may receive requests

the app may use the camera. Select Allow and OK.

This is necessary in order to use the app.

asking whether notifications may be sent to you and whether

Allow

Don’t allow

4.3

On your computer:

Before you continue with the app, you will need to connect
your new phone to your EU Login-account

Log in to the EU Login website.

Choose Password authentication and log in with the email
and the password that you have registered. If the Password
option is not available to you, send an email to
euets@swedishenergyagency.se.

Hover over your name and select My Account.

Click the Delete all my devices and eID (PANIC)-button.
This is a big red icon with the text STOP.

This button resets your user.

Select Manage my mobile devices and then Add a mobile
device.

Choose a name for your mobile unit (for example Eric’s
phone), select a four-digit PIN code and click Submit.

scan with your mobile app.

You will receive a QR code on the screen that you will need to

Password

Lost your password?

Choose your verification method

]

Password
Authenticate to EU Login with only
your password.

John DOE a

john.doe@mail.com

(External)
Change password

I My Account /
Logout

Delete all my devices

and elD (PANIC)



https://webgate.ec.europa.eu/cas/mobile
https://play.google.com/store/apps/details?id=eu.europa.ec.ecas
https://itunes.apple.com/be/app/ecasmobile/id1056119441?mt=8
https://webgate.ec.europa.eu/cas/mobile
mailto:euets@swedishenergyagency.se
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Step | Action Interface
4.4 | On your phone (EU Login app): EU Login
Select Register my device in the mobile app. Then choose b acioum' a1
Continue. U Eu:’opaan
faan’ nion

Use the camera to scan the QR code that appeared on the
computer.

Welcome

If the app requests access to the camera at this step, you must
To use this app as a second-factor

approve . authentication, register your device first.

Continue following the instructions until a confirmation

If you encounter problems at this step:

If the app just keeps loading, try the following:

No EU Login account yet?

. . . Create an account [/
e Check notification requests in your phone’s =

notification panel.
o Check whether notifications are disabled for your Allow
phone (or the app). -
e Reinstall the app. Don’t allow

4.5 | On your computer:

. . . , . Welcome back
Log in to the Union Registry using the authentication method:

EU Login App QR Code. j°h"(;3:§:?"'se

You may receive a message stating that your device does not Sign in with a different email address?
match the one previously registered. In that case, click Choose your verification method
Complete Validation or Change Device. EU Login Mobile App QR

A task will then be created that the national administrator (the Eg g:ifate a one-time-password with v
Swedish Energy Agency) needs to approve in the Union the EU Login Mobie app.

Registry. We will then send you a new enrolment key.

Email us at euets@swedishenergyagency.se and inform us that

there is a pending task.

We advise you to add a secondary method of authentication for
EU Login (Trusted Platform Module (TPM) or security key).
These will function to help you with similar issues in the future.
You can find a guide for adding a secondary method of

authentication on the EU Login Portal. On this page you can

also find other useful tools and guides for issues specific to EU
Login.



https://union-registry.ec.europa.eu/ar/#/SE
mailto:euets@swedishenergyagency.se
https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
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Login Issues and Error Messages
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If you cannot find your issue in this guide and you have gotten an error message in the EU Login app,
you can search for your specific error code on this page of the EU Login Portal.

5. Check Your User Profile and Phone (at the request of the Swedish Energy Agency)
To check which user profile and which phone is linked to your user in EU Login, you will need to

access the My Account page on the EU Login website.

Unfortunately, you can only access the My Account page with stronger authentication than password.

Step | Action Interface
5.1 On your computer: Choose your verification method
. . EU Login Mobile App QR
Go to the EU Login web version on your computer. En Code
. . . . I d with
Use your old mobile phone to log in using the authentication th:n:[,ai:.m:;?; :;: e
method EU Login App with QR code (alternatively another
strong authentication method, not password).
5.2 | Hover over the gear icon next to your name in the top right HANYS passnu
corner and select My Account. I My Account ?
Click My account details. | 1.
5.3 | Check what is next to the text: Unique identifier at the Unique identifier at the n0Oabcde
Commission (uid). Commission (uid) e
5.4 | Check whether you have a phone registered to your profile. WIODIE PROTE HUMBENS) - maoopoboboy
You can do this by looking next to Mobile device(s). If My Phone (Apt
something is listed there, for example Erik’s phone, then you ——" ABCD1234-AB
have a phone linked to your profile. R R Ty e
If you do not have any phone registered/linked to your EU
Login profile, you need to add a mobile device in the EU Login
app. You do this by hovering your mouse over the gear icon
next to your name, clicking My Account, then clicking
Manage my mobile devices, and finally by selecting Add a Add a mobile device
mobile device.
5.5 | Write down or screenshot your Unique identifier at the Domain External
Commission (uid) and your username and send this to the Unidue identifier at th 00abed
. .. . N . . nique iaenurier a e nulabcae
Swed1§h Em%ssmns Registry Team’s email address: Commission (uid)
euets@swedishenergyagency.se to check whether or not you
Most recent login 29/05/202¢

have the same user profile in the Union Registry.



https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/eu-login-mobile-application/i-have-error-code-when-i-try-log-using-eu-login-mobile-app-what-should-i-do_en
https://ecas.ec.europa.eu/cas/mobile
https://webgate.ec.europa.eu/cas/mobile
mailto:euets@swedishenergyagency.se
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6. You Cannot See Your Accounts in the Union Registry (you may have two users)
When you log in to the Union Registry, you cannot find your accounts. This is most likely because
you have created a new EU Login user that does not match your user profile in the Union Registry.

You will then need to provide your EU Login user details to the Swedish Energy Agency so they can
reconnect your new EU Login account to your user profile in the registry.

Step | Action Interface
6.1 On your computer: Sign in with a different email address?
. . Choose your verification method
Go to the EU Login web version on your computer.
EU Login Mobile App QR
. . . . . oo Code
Use your old mobile phone to log in using the authentication O Generate a one-time-password with
method EU Login App with QR code (alternatively another fe e e
strong authentication method, not password).
6.2 | Hover over the gear icon next to your name in the top right wHangs passme
corner and select My Account. I My Account ?
Click My account details. | 1.
6.3 | Check what is next to the text: Unique identifier at the Unique identifier at the n0Oabcde
Commission (uid). Commission (uid) /
6.4 | Check if you have a phone registered next to Mobile device(s). MODIIe PrIONS NUIMDENS)  +40XXXXXXXUY
If there is something in the right column (for example Eric’s
phone, then you have a mobile device registered to your user /'Z'é gg?gg ﬁg
profile. Forward this information to the Swedish Energy
Agency in the next Step‘ NiciDAanA Amavial rmismablhaw/aA) rMm4an2Ace7o001
6.5 | Write down or screenshot your Unique identifier at the Domain External
Commission (uid) and your username and send this to the
Unique identifier at the n00abcde

Swedish Emissions Registry Team’s email address:

. Commission (uid)
euets@swedishenergyagency.se.

. . Most recent login 29/05/202¢
The email should contain:

° Your Unl-que identifl\er at the Commission (uid) NVIODIIE pnone nuInper(s) THOXXXXXXXUU

e Your username Mobile device(s) ) _~ My Phone (Apg

o Whether you have a phone registered under Mobile ABCD1234-AB
device(s).

NiniDAanA cavial rmitmabhhawl/a) rmanaAcc7onl



https://webgate.ec.europa.eu/cas/mobile
mailto:euets@swedishenergyagency.se
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7. Error Message: Your One-time Password is Invalid
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If you receive this error message when signing a transaction in the Union Registry, you need to reset

the EU Login mobile app. The error usually occurs because you are using an older version of the EU

Login app. Follow the instructions below to reset the app:

Step | Action Interface

7.1 | On your mobile device: / &
You need to reset your EU Login mobile device. Go to EU Login
Settings in the app. One account, many EU Services
Press the cog and select Unlink device.

in mobi X[ Unlink device

Now delete the EU Login mobile app from your phone.

7.2 | Reinstall the EU Login app. The app can be downloaded from
Google Play Store (Android) or App Store (iPhone). Open the
app.
Using a lock function on your phone (PIN code, lock pattern, .
or biometric code) is a requirement in order to use the EU LO g I n
Login app.

7.3 | You may receive a request asking whether notifications may Allow
be sent to you and whether the app may use the camera.
Select Allow and OK.

- . Don’t allow

This is necessary in order to use the app.

7.4 | On your computer: \

Before you continue with the app, you will need to connect
your new phone to your EU Login-account

Log in to the EU Login website.

Choose Password authentication and log in with the email
and the password that you have registered. If the Password
option is not available to you, send an email to
euets@swedishenergyagency.se.

Hover over your name and select My Account.

Click the Delete all my devices and eID (PANIC)-button.
This is a big red icon with the text STOP.

This button resets your user.

Select Manage my mobile devices and then Add a mobile
device.

Lost your password?

Choose your verification method

Password
E Authenticate to EU Login with only ~ [IV4
your password.

john.doe@mail.com

(External)
Change password

I My Account /
Logout

Delete all my devices
and elD (PANIC)



https://play.google.com/store/apps/details?id=eu.europa.ec.ecas
https://itunes.apple.com/be/app/ecasmobile/id1056119441?mt=8
https://webgate.ec.europa.eu/cas/mobile
mailto:euets@swedishenergyagency.se
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Step | Action Interface

Choose a name for your mobile unit (for example Eric’s
phone), select a four-digit PIN code and click Submit. ﬂ

Manage my mobile devices

You will receive a QR code on the screen that you will need to
scan with your mobile app.

7.5 | On your phone (EU Login app): EU Login
. . 0 , many EU servi
Select Register my device in the mobile app. Then choose T
Continue. »**. | European
.+~ | Union

Use the camera to scan the QR code that appeared on the
computer.

Welcome

If the app requests access to the camera at this step, you must
To use this app as a second-factor

approve . authentication, register your device first.

Continue following the instructions until a confirmation

If vou encounter problems at this step.

If the app just keeps loading, try the following:

No EU Login account yet?

. . . B Create an account [/}
e Check notification requests in your phone’s =

notification panel.
o Check whether notifications are disabled for your Allow
phone (or the app).
e Reinstall the app. Don’t allow
7.6 | Log in to the Union Registry using the authentication method: Welcome back
EU Login App QR Code.

john.doe@mail.se
A task will then be created for a new enrolment key that the (External

national administrator (the Swedish Energy Agency) needs to Staninwih 2 different emal address?

Choose your verification method

approve in the Union Registry and then send out to you.

Email us at euets@swedishenergyagency.se and inform us EU Login Mobile App QR
. . oo Code
that there is a pending task. O%  cenerate aone.ime-passwordwitn [l

the EU Login Mobile app.

After the Swedish Energy Agency has approved the task you
should be able to sign the transaction/process as usual.

We advise you to add a secondary method of authentication P
for EU Login (Trusted Platform Module (TPM) or security

key). These will function to help you with similar issues in @
the future. You can find a guide for adding a secondary

method of authentication on the EU Login Portal. On this
page you can also find other useful tools and guides for issues
specific to EU Login.



https://union-registry.ec.europa.eu/ar/#/SE
mailto:euets@swedishenergyagency.se
https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
https://trusted-digital-identity.europa.eu/creating-managing-and-using-your-eu-login-account/how-can-i-add-security-key-or-trusted-platform_en
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8. Technical Information from the EU Login App
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You have received a request from the Swedish Energy Agency to send technical information from the

EU Login mobile app.
Step | Action Interface
8.1 | Inyour EU Login (phone) app: / O
Open the EU Login mobile app and tap the gear icon in the EU Login
top-right corner. You will then be taken to the Settings page. One account, many EU Services
8.2 | Select Need help? (® Need help? >
8.3 | Press Send technical info about this device. In the next step,

click To and enter the Swedish Energy Agency’s email address
euets@swedishenergyagency.se to send an email to the
Swedish emissions registry team.



mailto:euets@swedishenergyagency.se
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